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Abstract

Federated Learning (FL) has emerged as a promising paradigm for

collaborative model training without the need to share clients’ per-

sonal data, thereby preserving privacy. However, the non-IID nature

of the clients’ data introduces major challenges for FL, highlighting

the importance of personalized federated learning (PFL) methods.

In PFL, models are typically trained to cater to specific feature dis-

tributions present in the population data. A notable method for PFL

is the Iterative Federated Clustering Algorithm (IFCA), which miti-

gates the concerns associated with the non-IID-ness by grouping

clients with similar data distributions. While it has been shown

that IFCA enhances both accuracy and fairness, its strategy of di-

viding the population into smaller clusters increases vulnerability

to Membership Inference Attacks (MIA), particularly among mi-

norities with limited training samples. In this paper, we introduce

IFCA-MIR, an improved version of IFCA that integrates MIA risk

assessment into the clustering process. Allowing clients to select

clusters based on both model performance and MIA vulnerability,

IFCA-MIR achieves an improved performance with respect to accu-

racy, fairness, and privacy. We demonstrate that IFCA-MIR reduces

the risk of MIA by up to 5.6× compared to the original IFCA while

maintaining comparable model accuracy and fairness.

Keywords
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1 Introduction

Recent advancements in machine learning technologies have po-

sitioned artificial intelligence (AI) as a cornerstone of innovation

across various sectors, driving progress in healthcare, finance, ed-

ucation, and beyond. However, concerns about social risks, par-

ticularly privacy violations, have become increasingly prominent.

These concerns underscore the need for having privacy-preserving

AI solutions capable of safeguarding the sensitive data of the clients

while maintaining model performance.

Federated Learning (FL) [14] has become a key approach for en-

abling collaborative model training across multiple clients without

the need to share raw data. In FL, participants locally train models

on their devices using their own data, sharing only model updates
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with a central server responsible for aggregation and orchestrating

the learning process. This localized and collaborative approach to

training machine learning models ensures that raw data remains on

clients’ devices, effectively minimizing the risk of privacy breaches

during the training process.

Despite these advantages as far as privacy is concerned, FL faces

significant challenges when applied to real-world scenarios due to

the non-IID nature of population data stemming from the clients’

diverse behaviors, preferences, and environments. Such feature

heterogeneity of data distribution present in the population often

impedes model convergence and deteriorates model accuracy. In

this context, a one-size-fits-all approach to obtaining a model is

inadequate, as it fails to capture the nuanced patterns within each

group. Therefore, tailoring models to accommodate these variations

is crucial for enhancing predictive accuracy and ensuring fairness

across different client groups.

To address the challenge imposed by the non-IID-ness of the

training data, Personalized Federated Learning (PFL) approaches

have been proposed. These typically cluster participants based

on similar data distributions and train models tailored to each

group. A cutting-edge method for PFL is the Iterative Federated

Clustering Algorithm (IFCA) [9], which employs a clustering-based

approach for PFL. In IFCA, the server initializes multiple models and

distributes them to participating clients. Each client then selects the

best model that minimizes their local loss, performs local training

using the selected model, and sends the locally optimized models

back to the server. The server aggregates and updates the models,

and redistributes the refined models to the clients. This iterative

process continues until convergence.

By clustering models according to groups of clients with similar

data distributions, IFCA inherently improves both model accuracy

and group fairness compared to traditional FL paradigm [6]. More-

over, it has been shown that IFCA can be incorporated with local

obfuscation techniques to foster group-level formal privacy guar-

antees [7].

However, despite these improvements in accuracy, group privacy,

and fairness, IFCA has a notable drawback: it becomes increasingly

vulnerable to Membership Inference Attacks (MIA) as it partitions

the overall dataset into smaller clusters for personalized training.

MIA is a significant privacy threat in machine learning, aiming to

determine whether a particular data point was used in a model’s

training set. In IFCA, this vulnerability is particularly pronounced

among unprivileged groups or minorities, where smaller training

datasets increase the likelihood of successful MIA.

In this paper, we propose an improved version of IFCA called

IFCA-MIR (Iterative Federated Clustering Algorithm with Member-

ship Inference Robustness) to address these limitations. Unlike the
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original IFCA, which selects models solely based on empirical loss,

IFCA-MIR integrates MIA risk assessment into the clients’ model

selection process. By balancing both loss and MIA risk, IFCA-MIR

reduces the exposure to MIA while maintaining comparable accu-

racy and fairness. This approach allows privacy-sensitive clients

to choose safer clusters, effectively mitigating MIA vulnerability

without significantly compromising model accuracy. Our method is

designed to achieve a better trade-off between accuracy and privacy,

addressing the original IFCA’s vulnerability to MIA.

The key contributions of this paper are as follows:

• We demonstrate the MIA vulnerability of the original IFCA

algorithm, particularly in minority groups with smaller train-

ing datasets. To the best of our knowledge, this is the first

study to evaluate the MIA vulnerability of clustering-based

PFL algorithms.

• We propose IFCA-MIR, an enhanced IFCA algorithm that in-

tegrates MIA risk into the model selection process, balancing

empirical loss with privacy considerations.

• We show that IFCA-MIR preserves the theoretical conver-

gence guarantees of IFCA and empirically evaluate the per-

formance of IFCA-MIR in terms of MIA robustness, fairness,

and accuracy through extensive experiments on the MNIST,

FEMNIST, and CIFAR-10 datasets. Our results demonstrate

that IFCA-MIR reduces the number of MIA violations by up

to 5.6 times compared to the original IFCA, while maintain-

ing comparable model accuracy and fairness."

The rest of this paper is organized as follows: In sections 2 and 3,

we introduce related works and preliminaries. Section 4 details the

proposed IFCA-MIR algorithm and analyzes its formal convergence

guarantees. Section 5 presents experimental results demonstrating

that the proposed algorithm reduces MIA vulnerability without sig-

nificantly compromising accuracy. Section 6 discusses key insights

that require further exploration. Finally, Section 7 concludes the

paper and outlines directions for future work.

2 Related works

2.1 Federated learning

Privacy. FL [14] is a framework that allows multiple clients to

collaboratively train models without sharing raw data. However,

despite its inherent privacy-preserving design due to the localiza-

tion of the clients’ data, FL has been shown to be still vulnera-

ble to various privacy-invasive attacks, as adversaries can exploit

shared model updates to extract sensitive information. Studies have

demonstrated that malicious clients, servers, or external attack-

ers can utilize gradient inversion techniques [8], differential data

leakage attacks [25], and membership inference attacks [12, 24]

to reconstruct private training data or infer membership. These

vulnerabilities reveal the limitations of standard FL protocols in

safeguarding client privacy, emphasizing the need for enhanced

privacy-preserving mechanisms.

Personalization. In addition to privacy concerns, one of the criti-

cal challenges in FL is the presence of non-IID data across clients.

Several lines of work [9, 13, 18, 21] have begun exploring PFL ap-

proaches, which aim to tailor models to individual clients’ unique

data distributions. However, these methods primarily focus on im-

proving model accuracy and convergence without adequately ad-

dressing the accompanying privacy risks. In particular, the non-IID

nature of data amplifies the risk of privacy attacks, as attackers

can exploit unique aspects of the clients’ data distributions to infer

sensitive information about them. Therefore, there is a growing

need for PFL algorithms that not only address non-IID data issues

but also incorporate privacy-preserving measures.

2.2 Membership inference attack

MIA [3, 11, 20] are a class of privacy attacks in which an adversary

attempts to determine whether a specific data sample was used in

training amachine learningmodel. These attacks exploit differences

in the model’s behavior when processing training and non-training

data, often by leveraging confidence scores or loss values.

Shokri et al. [20] introduced the first large-scale membership

inference attack, which utilizes shadow models to approximate the

target model’s behavior. Numerous studies have shown that overfit-

ting, small training set sizes increase susceptibility to MIA [20, 22].

Specifically, MIA has been shown to be effective even in federated

settings, where raw data is not shared but model updates are still

vulnerable to inference attacks [11]. Moreover, the clustering strat-

egy in IFCA exacerbates MIA risks, as splitting data into smaller

clusters makes minority groups more vulnerable to membership

inference.

To counter MIA, various defense mechanisms have been pro-

posed, including differential privacy (DP) [1], adversarial regulariza-

tion [16], and knowledge distillation [19]. However, these methods

often come at the cost of reduced model accuracy and are not

specifically designed to address the unique challenges of PFL. Con-

sequently, there is a need for privacy-preserving PFL frameworks

that balance accuracy and privacy.

3 Preliminaries

This section provides the foundational background necessary to un-

derstand the proposed IFCA-MIR algorithm, including an overview

of PFL using IFCA, fairness metrics in machine learning, and the

MIA accuracy metric used to evaluate privacy risks.

3.1 Personalized FL with IFCA

In IFCA, the learning problem is framed as a stochastic optimization

problem. The objective is to find a set of optimal model parameters

𝜃∗
𝑗
∈ R𝑑 for each cluster 𝑗 ∈ [𝑠] such that

𝐹 (𝜃 𝑗 ) = E𝑧∼D𝑗

[
𝑓 (𝜃 𝑗 ; 𝑧)

]
, (1)

where 𝑓 (𝜃 𝑗 ; 𝑧) is is the local loss function evaluated on data point

𝑧 under model parameters 𝜃 𝑗 and Π 𝑗 denotes the underlying data

distributions for cluster 𝑗 which are not directly accessible. Instead,

they are accessed through a client datasets 𝑍𝑐 =
{
𝑧 |𝑧 ∼ Π 𝑗 , 𝑧 ∈ D

}
where 𝑐 denotes a client and D is the domain of data points. The

goal is to estimate the membership of each client 𝑐 to one of the

clusters and minimize the empirical loss:

𝐹 (𝜃 𝑗 ) =
1

|𝑆 𝑗 |
∑︁
𝑐∈𝑆 𝑗

𝐹𝑐 (𝜃 𝑗 ;𝑍𝑐 ), (2)
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𝐹𝑐 (𝜃 𝑗 ;𝑍𝑐 ) =
1

|𝑍𝑐 |
∑︁

𝑧𝑖 ∈𝑍𝑐

𝑓 (𝜃 𝑗 ; 𝑧𝑖 ), (3)

where 𝑆 𝑗 denotes the set of clients assigned to cluster 𝑗 . The

optimization objective is to find the optimal model parameters for

each cluster:

˜𝜃 𝑗∗ = argmin

𝜃 𝑗

𝐹 (𝜃 𝑗 ). (4)

3.2 Fairness

Fairness has emerged as a critical concern in machine learning,

especially in federated learning scenarios where data is distributed

across diverse client groups [5, 15, 17, 23]. In this study, we evaluate

fairness using three commonly accepted metrics: Demographic

Parity [4], Equal Opportunity [10], and Equalized Odds [10]. We

use the notation 𝑌 = 1, 𝑌 = 0 to indicate positive and negative

predictions, respectively, and 𝑆 = 1, 𝑆 = 0 to denote the privileged

and unprivileged groups.

Definition 1. Demographic Parity is requires that the model’s

predictions be independent of sensitive attributes. Formally, it is

defined as:

P
[
𝑌 = 1|𝑆 = 1

]
= P

[
𝑌 = 1|𝑆 = 0

]
(5)

Definition 2. Equal Opportunity ensures that true positive rates

are equal across groups, promoting fairness without sacrificing

accuracy:

P
[
𝑌 = 1|𝑌 = 1, 𝑆 = 1

]
= P

[
𝑌 = 1|𝑌 = 1, 𝑆 = 0

]
(6)

Definition 3. Equalized Odds require equal true positive rates

and false positive rates across groups:

P
[
𝑌 = 1|𝑌 = 𝑦, 𝑆 = 1

]
= P

[
𝑌 = 1|𝑌 = 𝑦, 𝑆 = 0

]
(7)

This ensures balanced accuracy across both positive and negative

outcomes.

In practice, achieving perfect equality in these metrics is chal-

lenging. Therefore, the goal is to minimize the absolute difference

between the privileged and unprivileged groups, ensuring equitable

model performance.

3.3 Merbership inference attack accuracy

We measure MIA accuracy using the following metric:

MIA Accuracy =
TPR + TNR

2

(8)

where the True Positive Rate (TPR) and True Negative Rate (TNR)

are defined as follows:

TPR =
|{𝑥 ∈ 𝐷train | 𝑦 (𝑥) = 1}|

|𝐷train |
(9)

TNR =
|{𝑥 ∈ 𝐷non-train | 𝑦 (𝑥) = 0}|

|𝐷non-train |
(10)

Here,𝐷train represents the set of training samples, and𝐷non-train

represents the set of non-training samples. The function 𝑦 (𝑥) de-
notes the MIA classifier’s prediction, where 𝑦 (𝑥) = 1 indicates that

the sample is inferred as part of the training set, and 𝑦 (𝑥) = 0

indicates it is inferred as non-training data.

4 Iterative Federated Clustering Algorithm with

Membership Inference Robustness

4.1 Motivation

As mentioned from the above, while IFCA offers advantages in

terms of both accuracy and fairness, it becomes more vulnerable

to MIA. This vulnerability arises from IFCA’s clustering strategy,

where the entire training dataset is divided into smaller groups, and

models are trained separately for each group. The accuracy of MIA

is inversely proportional to the size of the training dataset, with

minority groups being particularly more weak to such attacks.

Figure 1 shows the results of performing MIA using Shokri et

al.’s method [20] after applying the IFCA technique to the MNIST

dataset. Following the experimental setup in [6, 7], we configured

the MNIST dataset into majority and minority groups with different

distributions. When the proportion of minority participants was

set to 10% out of the 200 total participants, the MIA accuracy for

the minority group reached 81%, whereas the MIA accuracy for the

majority group was 51.5%. When the minority group constituted

30% of the participants, the MIA accuracy dropped to 63%, and

when both groups had an equal 50% split, the MIA accuracy was

52%. This demonstrates that MIA accuracy does not significantly

increase beyond a certain dataset size, but for datasets below that

threshold, the smaller the group, the more vulnerable it becomes

to MIA.

To address this disadvantage, we propose an improved version of

IFCA, called IFCA-MIR, which incorporates MIA accuracy into the

cost function alongside empirical loss. This new algorithm allows

personalized models to be trained for each group, minimizing the

risk of MIA while maintaining model performance.

Figure 1: MIA accuracy according to training dataset size

4.2 Notations and problem formulation

Notations. Let C = {𝐶1, . . . ,𝐶𝑛} be a set of 𝑛 clients that wish to

collaboratively train a model in a federated environment in the

presence of an aggregating entity (e.g., a server). Let the clients in

C be holding data that are partitioned into 𝑠 distributions Π1, . . .Π𝑠

for some 𝑠 ≤ 𝑛. For every 𝑖 ∈ [𝑛] and 𝑗 ∈ [𝑠], let 𝑍𝑖 be the dataset
held by 𝐶𝑖 where the datapoints are sampled from the space Z
and let 𝑆∗[ 𝑗 ] be the set of clients whose data are sampled from Π 𝑗 ,

𝑖 .𝑒 ., 𝑆∗[ 𝑗 ] = {𝑖 : 𝑧 ∼ Π 𝑗 ∀𝑧 ∈ 𝑍𝑖 }. Finally, in any round 𝑡 , let 𝜃
(𝑡 )
𝑐 [ 𝑗 ]
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denotes the local model of 𝑐 ∈ C optimized for cluster 𝑗 and let

𝑆
(𝑡 )
[ 𝑗 ] be the set of all clients in round 𝑡 who reported their optimal

cluster ID as 𝑗 . Hence, let 𝜃
(𝑡+1)
[ 𝑗 ] = 1���𝑆 (𝑡 ) [ 𝑗 ] ��� ∑𝑐∈𝑆 (𝑡 )[ 𝑗 ]

𝜃
(𝑡 )
𝑐 [ 𝑗 ] denote the

aggregated optimized model for cluster 𝑗 in round 𝑡 .

Problem formulation. Let 𝑓 : R𝑑 × Z ↦→ R≥0, where 𝑑 is the

dimension of the model space, be the loss function that the clients

seek to minimize for each cluster by finding an optimal model.

In practice, each client holding data sampled from one of the 𝑠

distributions uses a small sample of their datapoints to evaluate

and minimize the average loss they incur on the model in each

round to update their local model. Thus, for any finite batch 𝜉 ⊂ Z,

the average loss on that batch 𝜉 for any model 𝜃 ∈ R𝑑 is given by

𝑓 (𝜃, 𝜉) = 1

|𝜉 |
∑
𝑧∈𝜉 𝑓 (𝜃, 𝑧). Moreover, let ℓ (𝜃, 𝑍 ) denote the accu-

racy of MIA on 𝜃 for any training dataset 𝑍 . Therefore, the primary

training objective of IFCA-MIR can be formally expressed as:

∀ 𝑗 ∈ [𝑠] :

𝜃∗[ 𝑗 ] = argmin

𝜃 ∈R𝑑

∑︁
𝑖∈𝑆∗[ 𝑗 ]

1

|𝑆∗[ 𝑗 ] |
(𝛼𝑖 𝑓 (𝜃, 𝑍𝑖 ) + 𝛽𝑖 ℓ (𝜃, 𝑍𝑖 )), (11)

where, for every 𝑖 ∈ [𝑛], 𝛼𝑖 ∈ [0, 1] and 𝛽𝑖 ∈ [0, 1] with 𝛼𝑖 + 𝛽𝑖 =
1 are hyperparameters chosen by 𝐶𝑖 based on its preference on

accuracy or privacy.

Remark 1. A high value of 𝛼𝑖 and a low value of 𝛽𝑖 would exemplify

the case where 𝐶𝑖 has a greater priority for its model accuracy and

less for being protected from a potential MIA. An extreme case of

𝛼𝑖 = 1 and 𝛽𝑖 = 0 for every 𝑖 ∈ [𝑛] reduces down to IFCA.

4.3 Proposed Method: IFCA-MIR

The core idea of IFCA-MIR is that the cluster selection considers

not only the empirical loss but also the MIA accuracy. For instance,

supposed a client 𝐶𝑖 has a local dataset 𝑧𝑖 and must choose be-

tween models 𝜃 𝑗 and 𝜃𝑘 . Even if 𝜃 𝑗 yields a lower empirical loss

on 𝑧𝑖 , it may also exhibit a higher MIA accuracy, indicating greater

vulnerability to membership inference attacks. In such a case, a

privacy-sensitive client might prefer 𝜃𝑘 , which has a higher empir-

ical loss but offers better privacy protection.

Although IFCA-MIR cannot directly reduce the risk of MIA itself,

it enables clients to balance privacy protection and model perfor-

mance by considering both privacy preferences and empirical loss

during cluster selection. To achieve this, we propose the following

enhancements in the IFCA-MIR algorithm:

• Red team role for MIA evaluation: The server acts as a red

team, simulating external attackers by performing MIA on

each 𝜃 . In this process, the server calculates theMIA accuracy

to assess the privacy vulnerability of each 𝜃 , indicating how

susceptible each 𝜃 is to MIA.

• Providing privacy evaluation information: When the server

distributes the 𝜃 to clients, it provides not only the candidate

𝜃 but also the MIA accuracy information for each 𝜃 . Clients

can use this information to assess the privacy risks associated

with each 𝜃 .

• Client’s optimal cluster selection: Clients evaluate the em-

pirical loss of each 𝜃 received from the server, as done in the

Algorithm 1: IFCA-MIR

Input: Clients C = {𝐶1, . . . ,𝐶𝑛}, Initial models

{𝜃 (0)[1] , . . . , 𝜃
(0)
[𝑠 ] }, Learning rate 𝜂, Number of rounds

𝑇

Output: Optimized models {𝜃 (𝑇 )[1] , . . . , 𝜃
(𝑇 )
[𝑠 ] }

1 // Server-side

2 Randomly initialize 𝜃
(0)
[1] , . . . , 𝜃

(0)
[𝑠 ]

3 for 𝑡 = 0, . . . ,𝑇 − 1 do
4 // Train MIA models and compute MIA accuracy

5 for 𝑗 = 1, . . . , 𝑠 do

6 Compute MIA risk ℓ (𝜃 (𝑡 )[ 𝑗 ] ) using TrainMIA(𝜃
(𝑡 )
[ 𝑗 ] )

7 Send {(𝜃 (𝑡 )[1] , ℓ (𝜃
(𝑡 )
[1] )), . . . , (𝜃

(𝑡 )
[𝑠 ] , ℓ (𝜃

(𝑡 )
[𝑠 ] ))} to selected

clients

8 // Client-side

9 foreach Client 𝐶𝑖 ∈ C in parallel do
10 Sample mini-batch 𝜉𝑖 from local dataset 𝑍𝑖

11 // Select best model based on empirical

loss and MIA risk

12 𝑗𝑖 = argmin𝑗∈[𝑠 ] 𝛼𝑖 𝑓 (𝜃
(𝑡 )
[ 𝑗 ] , 𝜉𝑖 ) + 𝛽𝑖 ℓ (𝜃

(𝑡 )
[ 𝑗 ] )

13
˜𝜃
(𝑡 )
[ 𝑗𝑖 ]
← ˜𝜃

(𝑡 )
[ 𝑗𝑖 ]
− 𝜂∇𝑓 ( ˜𝜃 (𝑡 )[ 𝑗𝑖 ] , 𝜉𝑖 )

14 Send ( ˜𝜃 (𝑡 )[ 𝑗𝑖 ] , 𝑗𝑖 ) to server

15 // Server-side Aggregation

16 for 𝑗 = 1, . . . , 𝑠 do

17 𝜃
(𝑡+1)
[ 𝑗 ] = 1���𝑆 (𝑡 ) [ 𝑗 ] ��� ∑𝑐∈𝑆 (𝑡 )[ 𝑗 ]

𝜃
(𝑡 )
𝑐 [ 𝑗 ]

18 return Optimized models {𝜃 (𝑇 )[1] , . . . , 𝜃
(𝑇 )
[𝑠 ] }

original IFCA. However, in IFCA-MIR, clients also consider

the MIA accuracy of each 𝜃 based on their privacy sensitivity.

This approach allows each client to select the 𝜃 that strikes

the best balance between privacy and performance for their

specific needs.

To implement these improvements, we propose the following

IFCA-MIR algorithm.

There are two main differences from the original IFCA in this

algorithm. First, in IFCA-MIR, the server performs MIA on each

model 𝜃 (Algorithm 2) and provides the MIA accuracy information

to clients, enabling them to make more informed decisions (line 7

in Algorithm 1). Second, clients select the optimal 𝜃∗ based on both

the empirical loss and the MIA accuracy of the provided 𝜃 (line 12

in Algorithm 1).

4.4 Convergence analysis

In this section, we present the theoretical analysis of convergence

guarantees of IFCA-MIR. For this, in addition to the notations

introduced in Section 4.2, we define the following additional terms.

For any model 𝜃 ∈ R𝑑 and 𝑗 ∈ [𝑠], let 𝐹 [ 𝑗 ] (𝜃 ) denote the population
loss of cluster 𝑗 for model 𝜃 and is given by the expected loss of 𝜃

over the data points following the distribution Π 𝑗 , 𝑖 .𝑒 ., 𝐹 [ 𝑗 ] (𝜃 ) =
E𝑧∼Π 𝑗

[𝑓 (𝜃, 𝑧)]. For any client 𝐶𝑖 ∈ C and model 𝜃 ∈ R𝑑 , we call
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Algorithm 2: TrainMIA

Input: model 𝜃
(𝑡 )
[ 𝑗 ] , Shadow dataset 𝐷

shadow

Output:MIA risk score ℓ (𝜃 (𝑡 )[ 𝑗 ] )
1 Train multiple shadow models {𝑓 shadow

𝜃
(𝑡 )
[ 𝑗 ]

} on 𝐷
shadow

2 // Construct attack dataset

3 foreach sample 𝑧 in 𝐷shadow do

4 Compute confidence scores 𝑆𝑧 = 𝑓 shadow
𝜃
(𝑡 )
[ 𝑗 ]

(𝑧)

5 Assign label 𝑦 = 1 if 𝑧 ∈ 𝐷shadow

train
, else 𝑦 = 0

6 Store (𝑆𝑧 , 𝑦) in attack dataset

7 Train attack model 𝐴 on the attack dataset (𝑆𝑧 , 𝑦)
8 Compute MIA accuracy ℓ (𝜃 (𝑡 )[ 𝑗 ] ) =

TPR+TNR
2

9 return ℓ (𝜃 (𝑡 )[ 𝑗 ] )

ˆ𝑓𝑖 (𝜃, 𝑧) = 𝛼𝑖 𝑓 (𝜃, 𝑧) + 𝛽𝑖 (𝜃 )ℓ (𝜃 ) the privacy-aware loss of client 𝐶𝑖
for model 𝜃 computed on data point 𝑧. Correspondingly, for all

𝑗 ∈ [𝑠] let 𝐹 [ 𝑗 ] denote the population privacy-aware loss of cluster
𝑗 given by the average privacy-aware loss of the clients in 𝑆∗[ 𝑗 ] , 𝑖 .𝑒 .,

𝐹 [ 𝑗 ] (𝜃 ) =
1���𝑆∗[ 𝑗 ] ���

∑︁
𝑖 : 𝐶𝑖 ∈𝑆∗[ 𝑗 ]

E𝑧∼Π 𝑗

[
ˆ𝑓𝑖 (𝜃, 𝑧)

]
.

Let Δ denote the minimum difference between the optimal models

of any two clusters, 𝑖 .𝑒 ., Δ = min𝑗≠𝑗 ′




𝜃∗[ 𝑗 ] − 𝜃∗[ 𝑗 ′ ]


. Finally, for
every 𝑗 = 1, . . . , 𝑠 , let 𝑝 𝑗 =

���𝑆∗[ 𝑗 ] ��� /𝑛 denote the fraction of clients

belonging to 𝑆∗[ 𝑗 ] and, hence, 𝑝 = min𝑗=1,...,𝑠 𝑝 𝑗 .

In order to proceed with the convergence analysis of IFCA-MIR,

we let each client in any given round use a batch of size 𝐵 < ∞ of

their local data points to run their local training andwe adhere to the

same set of assumptions on the loss functions and the initialization

conditions that the formal convergence guarantees of IFCA rely

on [9].

Assumption 1 (Strong convexity and smoothness of the population

privacy-aware loss function). For each 𝑗 ∈ [𝑠], the corresponding
population loss function 𝐹 [ 𝑗 ] is 𝜆-strongly convex and 𝐿-smooth.

Assumption 2 (Bounded variance of privacy-aware loss function).
For any 𝜃 ∈ R𝑑 , 𝑗 ∈ [𝑠], and 𝑖 ∈ [𝑛], the variance of

ˆ𝑓𝑖 (𝜃, 𝑧) is
bounded by𝜂2 where 𝑧 ∼ Π 𝑗 , 𝑖 .𝑒 .,E𝑧∼Π 𝑗

[
( ˆ𝑓𝑖 (𝜃, 𝑧) − 𝐹 [ 𝑗 ] (𝜃, 𝑧))2

]
≤

𝜂2.

Assumption 3 (Bounded variance on gradients). For any 𝜃 ∈ R𝑑 ,
𝑗 ∈ [𝑠], and 𝑖 ∈ [𝑛], the variance of ∇ ˆ𝑓𝑖 (𝜃, 𝑧) is bounded by 𝜎2

where 𝑧 ∼ Π 𝑗 , 𝑖 .𝑒 ., E𝑧∼Π 𝑗

[


∇ ˆ𝑓𝑖 (𝜃, 𝑧) − ∇𝐹 [ 𝑗 ] (𝜃, 𝑧)



2
2

]
≤ 𝜎2.

Assumption 4 (Initialization condition). Without the loss of gener-

ality, let max𝑗∈[𝑠 ]



𝜃∗[ 𝑗 ]


 ≤ 1. Then for every cluster 𝑗 ∈ [𝑘], we

assume IFCA-MIR to satisfy the following initialization conditions:


𝜃 (0)[ 𝑗 ] − 𝜃∗[ 𝑗 ]


 ≤ ( 1
2

− 𝛼)
√︂

𝜆

𝐿
Δ,

such that 0 ≤ 𝛼 ≤ 1

2

, 𝐵 ≥ 𝑠𝜂2

𝛼2𝜆2Δ4
, 𝑝 ≥ log(𝑛𝐵)

𝑛
, and

Δ ≥ ˜O
(
max{𝛼−2/5𝐵−1/5, 𝛼−1/3𝑛−1/6𝐵−1/3}

)
.

where
˜O any logarithmic factors and terms that do not depend on

𝑛 and 𝐵.

Theorem 4. If Assumptions 1,2,3, and 4 hold, choosing learning rate

𝜂 = 1/𝐿, each cluster 𝑗 ∈ [𝑠], and any 𝛿 ∈ (0, 1), in every round

𝑡 > 0, we have with probability at least (1 − 𝛿):


𝜃 (𝑡+1)[ 𝑗 ] − 𝜃
∗
[ 𝑗 ]




 ≤ (
1 − 𝑝𝜆

8𝐿

) 


𝜃 (𝑡 )[ 𝑗 ] − 𝜃∗[ 𝑗 ]


 + 𝜖0
where 𝜖0 ≤ 𝜎

𝛿𝐿
√
𝑝𝑛𝐵
+ 𝜂2

𝛿𝛼2𝜆2Δ4𝐵
+ 𝜂𝜎𝑠3/2

𝛿3/2𝛼𝜆𝐿Δ2

√
𝑛𝐵

.

Corollary 5. If Assumptions 1,2,3, and 4 hold, choosing learning

rate 𝜂 = 1/𝐿, for each cluster 𝑗 ∈ [𝑠] in every round 𝑡 > 0, and

any 𝛿 ∈ (0, 1) and any 𝜖 > 0, setting 𝑇 = 8𝐿
𝑝𝜆

log

(
2Δ
𝜖

)
, in any round

𝑡 ≥ 𝑇 of IFCA-MIR, we have with probability at least (1 − 𝛿):


𝜃 (𝑡 )[ 𝑗 ] − 𝜃∗[ 𝑗 ]


 ≤ 𝜖

where 𝜖 ≤ 𝜎𝑠𝐿 log(𝑛𝐵)
𝑝5/2𝜆2𝛿

√
𝑛𝐵
+ 𝜂2𝐿2𝑠 log(𝑛𝐵)

𝑝2𝜆4𝛿Δ4𝐵
+ ˜O

(
1

𝐵
√
𝑛

)
.

The proofs of Theorem 4 and Corollary 5 follow directly from

the reasoning presented in the proofs of Theorem 2 and Corollary

2 in [9].

5 Experiments

In this section, we evaluate the proposed IFCA-MIR method and

analyze its effectiveness in mitigating MIA risks while maintaining

model accuracy and fairness. The experiments were conducted

on the MNIST, FEMNIST, and CIFAR-10 datasets, comparing the

performance of IFCA-MIR against the original IFCA algorithm.

The objectives of our evaluation are twofold:

• To assess whether IFCA-MIR can reduce MIA vulnerability

without compromising model accuracy.

• To examine whether the fairness of the federated learning

model is preserved when incorporating MIA robustness into

model selection.

By addressing both the privacy andmodel accuracy aspects in our

evaluation, this experiment provides a comprehensive analysis of

the IFCA-MIR algorithm’s effectiveness in real-world PFL scenarios.

5.1 Datasets

5.1.1 MNIST. The MNIST dataset is a widely-used benchmark for

handwritten digit recognition tasks. It consists of grayscale images

representing digits 0 through 9, with each image standardized to a

size of 28×28 pixels. The dataset includes 60,000 training images

and 10,000 test images.

For our experiments, we distributed 50,000 training images evenly

among 200 clients for PFL training, while the remaining 10,000 im-

ages were used to train a shadow model for MIA analysis on the

server.

We preprocessed MNIST based on prior methodologies from [9]

and [6]:
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• [9]: Rotated MNIST images at different angles to validate

personalization.

• [6]: Segmenting the dataset into privileged and unprivileged

groups to estimate the fairness.

To simulate real-world non-IID settings, we introduced image ro-

tation variations per client uniformly rather than applying fixed

rotation per group:

• Minority group rotations: (0–20°), (0–25°), and (0–30°).

• Majority group rotations: (20–40°), (25–50°), and (30–60°).

By adjusting the distance between the angle boundaries of the

two groups, we aim to more accurately simulate real-world data

heterogeneity, where distributions often overlap rather than having

clearly defined boundaries.

5.1.2 FEMNIST. The FEMNIST (Federated ExtendedMNIST) dataset

is specifically designed to evaluate performance in federated learn-

ing environments and exhibits a non-IID data distribution [2]. De-

rived from the EMNIST dataset, FEMNIST consists of handwritten

images representing 62 classes, including digits 0-9 and both up-

percase and lowercase alphabetic characters (A-Z, a-z). The dataset

comprises approximately 700,000 training samples and 100,000 test

samples, collected from around 3,500 clients.

To control the inherent non-IID characteristics of the FEMNIST

dataset, we first aggregated the training data, which was originally

divided by individual clients, into a unified dataset. We then evenly

distributed 600,000 training samples among 200 clients and used

the remaining 100,000 samples to train a shadow model for MIA

on the server.

We preprocessed the FEMNIST dataset using the same method-

ology as that used for the MNIST dataset.

• Minority group rotations: (0–20°), (0–25°), and (0–30°).

• Majority group rotations: (25–45°), (30–55°), and (35–65°).

5.1.3 CIFAR-10. The CIFAR-10 dataset consists of 60,000 color im-

ages categorized into 10 classes, with each image sized at 32x32

pixels. It contains 50,000 training images and 10,000 test images,

uniformly distributed across all classes. For our study, 50,000 train-

ing images were evenly allocated to 100 clients for PFL training

and 10,000 images were used to train the shadow model for MIA.

Since CIFAR-10 images are more complex than those in MNIST

and FEMNIST, controlling the non-IID characteristics through im-

age rotation was not feasible. Instead, we varied the brightness

levels to simulate non-IID data distributions.

• Majority group brightness: (0.5-0.8)

• Minority group brightness: (0.8-1.1), (0.85-1.15), and (0.9-1.2).

This approach introduces non-IID conditions while preserving

image integrity.

5.2 Experimental Setup

The goal of our experiment is to verify whether the IFCA-MIR

can minimize the number of clients exposed to MIA risks without

compromising model accuracy, while also maintaining fairness.

To achieve this, we designed experiments focusing on three key

aspects: model accuracy, MIA vulnerability, and fairness. Each ex-

periment was repeated five times to ensure reliability. Additionally,

the server performs MIA evaluations every five iterations with

three shadow models rather than at every iteration. The frequency

of MIA evaluations and number of shadow models can be adjusted

as needed based on specific requirements.

5.2.1 Model Accuracy. To evaluate model accuracy, we used the

MNIST, FEMNIST, and CIFAR-10 datasets, comparing the perfor-

mance of IFCA-MIR against the original IFCA algorithm.

For MNIST and FEMNIST, the total number of clients was set to

200, with each client receiving an equal number of data points. For

CIFAR-10, the number of clients was set to 100.

The objective was to compare model accuracy between the ma-

jority and minority groups. We assumed the presence of two models

for PFL, aligning with the two distinct distributions in each dataset.

we compared the accuracy of the original IFCA algorithm with that

of IFCA-MIR, examining whether IFCA-MIR could maintain model

accuracy without degradation.

5.2.2 MIA vulnerability. To evaluate MIA vulnerability, we used

the same datasets and experimental settings as those employed in

the model accuracy evaluation. In this evaluation, each client was

assigned an MIA vulnerability threshold, and we counted the num-

ber of clients whose personalized model’s MIA accuracy exceeded

these thresholds.

The MIA threshold defines the maximum allowable MIA ac-

curacy, reflecting each client’s privacy preference. We uniformly

assigned the MIA thresholds between 50% and 80% across all clients.

A lower threshold indicates a higher sensitivity to MIA, while a

higher threshold suggests a greater tolerance for MIA risks.

For example, if a client sets an MIA threshold of 60% but is

assigned a personalized model with an MIA accuracy of 65%, their

threshold would be exceeded. Conversely, a client with a threshold

of 70% in the same group would remain within their acceptable

limit. This approach enabled us to effectively evaluate the extent to

which each client’s privacy preferences were upheld.

5.2.3 Fairness. To evaluate fairness, we utilized three metrics: de-

mographic parity, equal opportunity, and equalized odds. We com-

pared the results between the majority and minority groups to

assess whether fairness was preserved in the proposed method.

This analysis allowed us to determine whether the IFCA-MIR al-

gorithm maintains fairness while simultaneously mitigating MIA

vulnerability compared to the original IFCA algorithm.

5.3 Model Accuracy

We evaluated the model accuracy of both the original IFCA and

the proposed IFCA-MIR by varying image rotation degrees (for

MNIST and FEMNIST) and brightness levels (for CIFAR-10), as

well as by adjusting the proportion of the minority group relative

to the majority group. Specifically, we compared the accuracy of

personalized models for both the majority and minority groups

under the original IFCA and IFCA-MIR methods.

Figure 2 illustrates the results when the proportion of the mi-

nority group was varied. For MNIST, the majority group’s image

rotation angles were fixed within the range of (25-50) degrees, while

the minority group’s angles were set within (0-25) degrees. For FEM-

NIST, the majority group’s rotation angles were fixed within (30-55)

degrees, while the minority group’s angles were within (0-25) de-

grees. In CIFAR-10, the majority group’s brightness was set within
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the range of (0.85-1.15), whereas the minority group’s brightness

was fixed within (0.5-0.8).

(a) MNIST

(b) FEMNIST

(c) CIFAR-10

Figure 2:Model accuracy results for each dataset with varying

minority dataset sizes. The white diamond represents the

mean, while the red line within the box plot indicates the

median

Table 1: Comparison of Average Model Accuracy Across Dif-

ferent Datasets

Accuracy MNIST FEMNIST CIFAR-10

IFCA [9] 0.816 0.727 0.725

IFCA-MIR 0.797 0.704 0.719

The results indicate that for themajority group, IFCA-MIR yielded

slightly lower accuracy compared to the original IFCA. However,

this difference was not substantial enough to indicate a significant

performance drop. In contrast, the minority group’s accuracy was

either comparable to or improved over the original IFCA. This

improvement can be attributed to IFCA-MIR ’s incorporation of

both MIA vulnerability and loss, which led some clients originally

classified as minority to migrate to the majority group to reduce

their MIA risks.

As a result, the remaining minority group consisted of clients

who were willing to accept a higher MIA risk in exchange for bet-

ter model accuracy. Consequently, their accuracy either remained

equivalent to or exceeded that of the original IFCA. This trend

was consistently observed across all datasets, demonstrating that

IFCA-MIR maintains stable performance across different data dis-

tributions.

Figure 3 presents the results when the degree of image defor-

mation was modified while keeping the minority client ratio fixed.

Specifically, the minority ratio was fixed at 15% for MNIST and FEM-

NIST, and at 20% for CIFAR-10. The experiment was conducted by

varying image rotation and brightness levels. The overall trend was

consistent with the previous results. However, for CIFAR-10, the

accuracy of the minority model under IFCA-MIR decreased as the

boundary between the majority and minority group distributions

became less distinct. This is because, as the distributional differ-

ences between the two groups narrowed, more minority clients

migrated to the majority group, reducing the amount of data avail-

able for training the minority model. Nevertheless, even in these

cases, the decline in accuracy was minimal and remained compara-

ble to that of the original IFCA. Additionally, as the range of image

deformation increases, the training complexity rises, resulting in

an overall decrease in accuracy.

Table 1 presents the overall accuracy averages, which combine

the accuracies of both the Major and Minority models. As shown in

the tables, despite the differences between the Major and Minority

models, the overall model accuracies of the original IFCA and IFCA-

MIR remain comparable.

5.4 MIA vulnerability

We conducted a comparative evaluation of MIA vulnerability be-

tween the original IFCA and IFCA-MIR methods, using the same

experimental setup as the model accuracy experiments.

Table 2 presents the MIA accuracy of the Majority and Minority

models for each dataset, comparing the original IFCA with IFCA-

MIR. If a client’s MIA threshold is lower than this accuracy, it is

considered a violation of MIA.

Figures 4 and 5 illustrate the results of this comparison. The

experimental findings indicate that IFCA-MIR significantly reduces
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(a) MNIST

(b) FEMNIST

(c) CIFAR-10

Figure 3:Model accuracy results for each dataset with varying

image deformation ranges

MIA vulnerability compared to the original IFCA. This improve-

ment can be attributed to the fact that the proposed method enables

privacy-sensitive clients to select a safer group rather than solely

Table 2: Comparison of Average MIA accuracy Across Differ-

ent Datasets

MNIST FEMNIST CIFAR-10

IFCA [9]

Major 0.521 0.537 0.604

Minor 0.761 0.722 0.785

IFCA-MIR

Major 0.530 0.525 0.595

Minor 0.791 0.733 0.792

optimizing for loss. Our experiments demonstrate that even with-

out additional weight optimization, allowing clients to make group

selections based on their privacy preferences leads to improved

outcomes. This highlights the importance of integrating privacy

considerations alongside traditional performance metrics, such as

loss, in personalized model training. The results confirm that IFCA-

MIR effectively reduces the number of clients exposed to MIA risks.

By considering both loss and privacy concerns, the proposed

method provides a flexible and adaptive framework that allows

clients to balance performance and privacy based on their individual

preferences.

5.5 Fairness

We conducted experiments to evaluate the fairness of the proposed

method using the MNIST and FEMNIST datasets. As discussed

earlier, PFL has been shown to enhance fairness compared to cen-

tralized learning methods [6]. In this experiment, we aimed to

assess the impact of the proposed IFCA-MIR algorithm on fairness

in comparison to the original IFCA approach.

The experimental results indicate that IFCA-MIR does not intro-

duce differences in fairness compared to the original IFCA method.

Notably, on theMNIST dataset, IFCA-MIR demonstrated slightly im-

proved fairness over the original IFCA. The absolute fairness values

for both methods remained close to zero, suggesting that both IFCA

and IFCA-MIR contribute to fairer outcomes in FL environments.

Overall, the findings demonstrate that IFCA-MIR preserves the fair-

ness advantages of PFL without introducing substantial trade-offs

compared to the original version of IFCA. In the interest of space,

the experimental results for fairness are presented in Appendix A.

5.6 Convergence

We derive the theoretical convergence guarantee of IFCA-MIR in

Section 4.4 and validate it experimentally. As shown in Figure 6,

the models for both the majority and minority groups trained using

IFCA-MIR successfully converge across all datasets.

5.7 Discussion

We show that IFCA-MIR successfully reduces MIA accuracy while

maintaining overall model performance and fairness. However,

during this balancing process, we observed a shift of minority group

clients to the majority group. This phenomenon arises because the

majority group generally offers better privacy protection compared

to the minority group. When the difference in accuracy between

the majority and minority groups is small, privacy-sensitive clients
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(a) MNIST

(b) FEMNIST

(c) CIFAR-10

Figure 4: Number of MIA violation for each dataset with

varying minority dataset sizes

accept a slight accuracy loss to migrate to the majority group, as it

provides lower MIA risk.

While this trade-off is a fundamental aspect of our method, it also

introduces a potential over-concentration in the majority group,

which can significantly degrade the performance of the minority

group. As shown in Figure 2c, such shifts may reduce the accuracy

(a) MNIST

(b) FEMNIST

(c) CIFAR-10

Figure 5: Number of MIA violation for each dataset with

varying image deformation ranges

of the minority group, and it might even make it reach an unaccept-

able level. From a global optimization perspective, the server may

need additional protocols to prevent excessive client migration to

the majority group. This remains a promising direction for future

research.



ARTMAN ’25, October 13–17, 2025, Taipei, Taiwan Jung et al.

Figure 6: Convergence of majority and minority models for

each dataset

Another key consideration in our approach is the reliance on the

server to act as a “red team” for MIA evaluation. Our method as-

sumes that the server performs MIA, evaluates its risk, and provides

this information to clients, enabling privacy-aware model selec-

tion. However, this approach is only valid under the assumption

that the server is fully trusted. In settings where the server cannot

be trusted, clients may instead perform MIA evaluation locally to

ensure privacy-preserving model selection.

6 Conclusion

In this paper, we proposed IFCA-MIR, an improved clustering-based

PFL algorithm that mitigates MIA vulnerability while maintaining

model accuracy and fairness. Unlike the original IFCA, which se-

lects models based solely on empirical loss, IFCA-MIR incorporates

MIA risk assessment into the model selection process. This enables

clients to balance privacy protection and model performance based

on their individual sensitivity to MIA.

Through extensive experiments on the MNIST, FEMNIST, and

CIFAR-10 datasets, we demonstrated that IFCA-MIR effectively re-

duces the number of clients exposed to MIA risks compared to the

original IFCA. Our findings show that while the majority group

accuracy remains comparable between both methods, the minor-

ity group accuracy is either maintained or improved, as privacy-

sensitive clients migrate to safer clusters. Moreover, our fairness

evaluation confirmed that IFCA-MIR preserves the fairness benefits

of personalized federated learning without introducing significant

trade-offs. Overall, IFCA-MIR provides up to 5.6× better perfor-

mance in mitigating the risk of MIA in FL, while maintaining model

accuracy and fairness.

Developing an incentive-based protocol to prevent excessive

migration of minority-group clients to majority groups remains

a promising direction for future work. To achieve this, the server

should act as a coordinator that seeks a Pareto optimality between

overall model accuracy and MIA vulnerability. Another interesting

avenue to explore in the future is the application of DP in IFCA-MIR.

While DP is a well-established technique to defend against MIA,

our study focused on reducing MIA vulnerability without relying

on adding noise to achieve DP. As introducing DP may lead to a

trade-off between privacy protection and model accuracy, exploring

optimal DP strategies that minimize accuracy degradation while en-

suring robustness against MIA would be valuable for extending the

applicability of IFCA-MIR and, more generally, for future research

in this domain.
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(a) Varying minority dataset sizes for MNIST

(b) Varying image deformation ranges for MNIST

(c) Varying minority dataset sizes for FEMNIST

(d) Varying image deformation ranges for FEMNIST

Figure 7: Fairness comparison for MNIST and FEMNIST dataset with varying minority dataset sizes and image deformation

ranges
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